THORN 7

NIST Proposed Zero Draft for a Standard on
Documentation of Al Datasets and Al Models RFI

Introduction

Thorn is a nonprofit that builds technology and conducts research to defend children from sexual
abuse. Founded in 2012, the organization equips those on the frontlines with the technology and
research they need to protect children from sexual abuse and exploitation in the digital age.

Thorn has acted as a leader in preventing the misuse of generative Al for furthering child sexual
abuse via our Safety by Design for Generative Al initiative'. These harms include: offenders
complicating victim identification by making photorealistic Al-generated child sexual abuse
material® (AIG-CSAM) at scale, perpetrating re-victimization by fine-tuning open source and open
weight models on existing child abuse imagery to generate additional explicit images of these
children®, and scaling their sexual extortion and harassment efforts by using generative Al to
sexualize benign imagery of children, accelerating the creation of content necessary to target a
child®.

Thorn has established foundational principles, adopted by major technology companies, to
prevent the misuse of generative Al to further sexual harms against children. Thorn has further
contributed to and authored other relevant standards and recommended practices. These
principles, standards and practices include insight into necessary documentation on both
datasets and models, to support efforts to prevent sexual harms against children.

Request for Information

Thorn supports NIST's efforts to provide guidance on documentation of Al datasets and models
for transparency between Al stakeholders. Due to the remit of our organization’'s mission, the
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recommendations in this submission focuses on the role that this type of documentation can
have to support efforts to prevent sexual harms against children. Below, we provide our input on
the templates in clause 6.

6.2 Dataset Documentation Template

Identifier 4: Dataset Composition and Provenance
Regarding identifier 4, we recommend that descriptions around how and by whom the data has

been acquired and processed should explicitly include efforts to ascertain or review the extent to
which the data contains illegal material, including CSAM. This would bring the documentation
template in line with existing global guidance®.

Identifier 5: Dataset Evaluation
Regarding identifier 5, we recommend that assessment around dataset minimization also be

included in the evaluation process. Data minimization is a broadly agreed upon principle reflected
across global regulation for ensuring privacy of individuals, including children. The presence of
children’s training data in generative models has serious implications® with respect to potential
downstream misuse of those models. Including this assessment also reflects the quality of
“judiciousness” highlighted by NIST in this draft.

Identifier 6: Maintenance and Monitoring
Regarding identifier 6, we recommend that descriptions around how the dataset is updated,

shared and maintained also include descriptions on how these decisions have been made in light
of identifiers 4 and 5. For example, if datasets were not reviewed or filtered for CSAM, and yet
were subsequently shared with third parties, this creates a risk to both the original data holder
and those third parties. Decisions around datasets should reflect appropriate risk assessments
that include the chain of decisions made previously.

6.3 Al Model Documentation Template

Identifier 6: Model Evaluation
Regarding identifier 6, we recommend that the descriptions include not just protocols and

datasets used to assess the model, but also whether and how they engaged with third-parties as
part of model assessment. While third-party assessment is not yet an industry norm, it
nonetheless provides significant value’, as external testing discovers issues missed by internal
teams. Transparency and visibility into which models have undergone this type of additional
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evaluation will be valuable to stakeholders making decisions on what models to use, in what
contexts.

Identifier 8: Governance
Regarding identifier 8, we recommend that in addition to descriptions on frameworks and

practices followed in model development, that the descriptions include as well what enforcement
and auditing mechanisms were put in place to ensure that these frameworks and practices were
consistently applied. This reflects the quality of “trust” highlighted by NIST in this draft, as it gives
stakeholders visibility into not just what the ideal process is intended to be, but how it is
executed in practice.

Conclusion

We wish to express our appreciation to NIST for their engagement and leadership in this space. If
any questions arise from review of this request for information, please reach out to Dr. Rebecca

Portnoff (rebecca@wearethorn.org) and Lara Gemar (lara.gemar@wearethorn.org).
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